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Fayette Campus

On the Fayette Campus, there will be two groups of University personnel who respond to an incident.
They are the Incident Management Committee and Crisis Team. The Incident Management
Committee is made up of chief personnel at the University who manage the communication with all
stakeholders. They make decisions regarding the operation of the University with input from the Crisis
Team. The Crisis Team members are those University employees who are called to the scene of an



incident on campus. This group of individuals manages the crisis. They are responsible for
communicating with the Incident Management Committee.



PLAN GOALS & OBJECTIVES

INTRODUCTION

The need for a crisis management plan in a university is a relatively recent phenomenon. Across the
United States, such crises impel a university to draft action plans to address in a campus emergency.
By diminishing chaos and panic, disseminating accurate information, attending to the emotional strain
on staff, faculty and students, and providing essential follow-up services, these plans can greatly relieve
the burdens placed upon security and other university personnel.

This manual is intended to be a resource for all university faculty, staff and students. With careful
planning, a campus crisis team can prevent the escalation of a crisis and ease the chaos that so often
accompanies such an emergency.

UNIVERSITY CRISIS MANAGEMENT PLAN

A crisis plan is an invaluable asset for those required to respond quickly and effectively when a crisis
occurs. The crisis plan is intended to give the team general procedures to guide the crisis team who
has management responsibilities. The effectiveness of the plan will depend on people involved who
demonstrate a diversity of concerns and ideas. Entire faculty and staff will then review the crisis plan
so the university is familiar with the crisis team procedures.

Situations will vary from building to building. Plans should be put in writing, practiced and reviewed
annually.

GOALS AND OBJECTIVES

Goals

¢ Toincrease the security of the faculty, staff and students.

¢ To minimize the damage and loss to the faculty, staff, students and the university.

e To return the university to it's normal functioning level as soon as possible diminishing the
chaos and confusion.

¢ To provide the necessary counseling to assist students and staff, who are emotionally affected
by the crisis, to deal with the trauma.

Objectives
¢ To outline a predetermined plan of action which may be used to respond to emergencies or
disasters.

e To establish small groups of specifically selected and trained individuals who collectively have
the knowledge, skills and sensitivity to act as crisis management specialists.

e To develop an information sharing system to contain rumors and prevents escalation of the
crisis.

e To utilize university and community resources and create a partnership with faculty, staff
students and parents following crisis events.

e To provide guidelines for responding to the media during a crisis.

e To outline stress management and debriefing procedures for crisis team.



LEVELS OF CRISES

A crisis is defined as a critical situation that creates an emotional impact on those involved and has
potential of changing a person’s life for better or worse. Normally, it is not the situation itself but how
people feel and react to it or the psychological reaction to the threat that makes it a crisis. An
overwhelming intensity of emotions (fear, anger, and sadness) interferes with the ability to think clearly
and make sound decisions. What incidents affect one person may not affect another as drastically. The
immediate and severe psychological reactions will pass with time. What concerns the university is not
only the short-term explosive turmoil but also the possibility of the longer lasting effect post-traumatic
stress may have on the mental well-being of the faculty, staff and students.

Following a crisis, depending on how the threat of danger is handled, the opportunity for growth is
promising. Emotional maturity comes from learning how to cope with sudden and devastating
adversities by working through these problems. The framework of a comprehensive crisis management
system outlines the involvement of key personnel according to the nature, scope and intensity of crises.
Crises events can be divided into two levels depending on the impact of the event. Minor crises would
involve only university personnel while major crises or catastrophes might activate local, state and
federal services.

Level 1: An Individual Tragedy or Event
A level 1 crisis involves a major personal tragedy and threatening incidents primarily affecting one
faculty, staff or student.

Such incidents would possibly involve:
Campus Security

Local Police and Ambulance Services
Counseling Services

Student Development

University Crisis Team (possibly)
University Vice President (possibly)

Examples:

Death of a parent, guardian or significant family member
Suicide threat (on or off campus)

Contagious disease

Violent or bizarre behavior of a student

Serious illness of a faculty, staff or student

Assault of a student on campus (physical or sexual)
Evidence of suspected cult or drug activity

Community or political protest activity

Dangerous or irate person on campus

Level 2: Major Crisis Impacting the Entire University
Level 2 constitutes a major crisis that threatens the entire university. Such incidents could include fire,
natural disaster, terrorism or a threatened disaster.

Such incidents would possibly involve:
University Crisis Team

University Security

Local Police, Fire and Ambulance Services
County and State Emergency Services
University President and/ or Vice President
Counseling Services

Student Development



Examples:

Tornado, severe windstorm or flood

Bomb or bomb threat

Fire, explosion or air plane crash

Environmental hazard, chemical spill or gas leak
Taking of hostages or sniper gunfire

Cluster suicides on or off campus

Abduction of a faculty, staff or student



EMERGENCY MANAGEMENT COMMITTEE & ESSENTIAL ORGANIZATIONS

Updated 1/26/10 OFFICE HoME CELL CARRIER
Dr. Alan Walker, President 425-5201 425-5256 563-880-5436 US Cellular
Don Aungst 425-5286 319-332-0184 614-565-9915 Verizon
Dr. David Chown 425-5284 563-637-9080 563-380-1869 Verizon
Dr. David Chown, Sr. VP for Residential University & CAO 425-5284 563-637-9080 563-380-1869 Verizon
Dr. Richard Patrick 425-5895 563-422-2827 563-422-2827 US Cellular
Dr. Doug McReynolds 425-5212 425-4330 563-880-6141 US Cellular
Louise Scott, Dean of Student Development 425-5214 425-4534 563-380-8324 US Cellular
Jean Merkle 425-5765 425-3126 563-379-3179 US Cellular
Laurie Kirkpatrick 425-5786 425-4005 563-380-0661 US Cellular
Bryan Jolley, Exec. Dir. of Facilities Management & Services 425-5666 563-237-8002 319-830-3589 Verizon
Larry Bond 425-5262 425-3566 563-380-6185 US Cellular
Tricia Pugh 425-5796 425-4096 563-920-7347 US Cellular
Don Aungst, Exec. VP and Chief Financial & Planning Officer 425-5286 319-332-0184 614-565-9915 Verizon
Laura Matt 425-5225 563-423-5945 563-380-0849 US Cellular
Jobyna Johnston 425-5393 563-380-8685 US Cellular
David Miller, Athletic Director 425-5293 563-637-9000 563-419-3103 Alltel
Kent McElvania 425-5285 563-422-3408 563-380-6395 Alltel
Shari Robertson 425-5755 563-419-2739 563-419-2739 Alltel
Terry Smid, Director of Information Technology 425-5359 563-380-6527 563-419-5410 US Cellular
Matt Cowley 425-5213 563-425-3507 563-419-5407 US Cellular
Paul Trewin 425-5754 641-394-3639 563-419-5411 US Cellular
Melik Khoury, Senior VP for Strategic Positioning: CMO 425-5896 573-288-5868 217-242-3923 AT&T
Monica Heaton 425-5773 515-291-2070 515-291-2070 US Cellular
Andrew Wenthe 425-5348 563-427-4831 563-379-7182 US Cellular
Dr. William Duffy, Sr. VP for Academic Extension 563-425-5354 563-380-3256 US Cellular
Fritz Oppenlander 414-475-4848 262-949-9667 262-949-9667 US Cellular

Wayne Converse

785-784-7743

785-313-2895




Linda Haines 414-475-4155 414-571-1596 414-628-6896 T Mobile
Joel Kunze, Director of Web Services 425-5259 563-425-3653 319-610-5230 US Cellular
Beth Petsche 425-5371 563-539-4234 319-610-7358 US Cellular
Jackson Hayek 425-5244 563-380-3333 563-380-3333 US Cellular
UIU WEB ALERT USER GROUP
OFFICE HomE CELL CARRIER
Joel Kunze, Director of Web Services, MarCom 425-5259 563-425-3653 319-610-5230 US Cellular
Jackson Hayek, Director of Special Projects, MarCom 425-5244 563-380-3333 563-380-3333 US Cellular
Rebecca Hilliard, Academic Info Coord., Milwaukee Center 414-475-3380 262-402-8964 262-402-8964 Verizon
Joe Moses, Development Officer & Spec Programs Coordinator 425-5374 563-539-2841 563-608-3872 Tracfone
Beth Petsche, Creative Services Director, MarCom 425-5371 563-539-4234 319-610-7358 US Cellular
UIU ALERT USERS
OFFICE HomE CELL CARRIER
Kari Solheim, Administrative Assistant to OSD 425-5215 425-4196 563-379-2887 US Cellular
Melissa Savage, Assistant to the Sr. V.P. for Residential Univ. 425-5347 319-283-9583 319-270-6050 Verizon
Kathy Wenthold, Director of Operations for Extended University 425-5394 563-422-5168 563-380-1141 US Cellular
Tammy Carolan, Payroll & Benefits Coordinator 425-5337 563-429-3461 641-330-8192 US Cellular
Kara Hanson, Administrative Assistant to Career Development 425-5209 425-4196 563-422-7286 US Cellular
Jennifer Biederman, Office Assistant to OSD 425-5215 425-3552 319-240-3536 US Cellular

UIU Alert Administrators: Terry Smid, Matt Cowley & Sean Sailsbury

The full Emergency Management Handbook can be found at the following location: G:\Employee FY\Critical Incident Plan\CRITICAL INCIDENT
PLAN\ACTIVE PLANS.



ADDITIONAL ESSENTIAL AGENCIES, INDIVIDUALS & PHONE NUMBERS

OFFICE

ALTERNATE #

Fayette County Communications Center

563-422-6067

Fayette Police 425-3500 563-605-3328
Fayette County Sheriff 422-3234
Ambulance 425-4300
Fayette Fire Department 425-4300
Fayette County Disaster Services Coordinator 422-5856 319-440-3351

Homeland Security Emergency Management

515-281-3231

Depart. of Natural Resources — Chemical Spill Hotline

515-281-8694

American Red Cross — Oelwein (lrene Iben)

319-283-5008

319-509-0183

Laurie Kirkpatrick (Counseling Services)

425-5786

425-4005

NE lowa Mental Health Center & Alcohol Related Problem Center — Oelwein

319-283-5774

1-800-372-6744

AREA HOSPITALS
TOWN PHONE
Palmer Lutheran Medical Center West Union 563-422-3811
Mercy Hospital Oelwein 319-283-6000
Community Memorial Hospital Sumner 563-578-3275

Winneshiek County Memorial Hospital Decorah 563-382-2911
Central Community Hospital Elkader 563-245-7000
Allen Memorial Hospital Waterloo 319-235-3697

Covenant Medical Center

Waterloo

319-272-8000




LocAL CLERGY PERSONNEL
OFFICE
Abundant Life Christian Fellowship 425-3511
First United Methodist Church 425-4126
Fayette Community Church 425-3551
Grace Lutheran Church 425-3544
St. Francis of Assisi Catholic Church 888-578-5366

Crisis KiT

A crisis kit will be distributed to President (Parker-Fox), Sr. VP for Residential University (Professional Building), Dean of
Student Development (Garbee Hall), Registrar (Alexander-Dickman Hall), Director of Recreation Center (Recreation
Center) and Campus Security. The kit will contain the following items:

Name tags (first responder and emergency personnel will need to know who to go to on campus), flash lights, batteries,
notebooks, pens, markers, rubber gloves, bio-hand gel, duct tape, and a list of important and emergency phone numbers
as well as campus maps.



RESPONSIBILITIES OF
CAmPUS CRISIS TEAM MEMBERS

The Crisis Team members are those University employees who are called to the scene of an incident
on campus. This group of individuals manages the crisis. They are responsible for communicating with
the Incident Management Committee.

TEAM LEADER’S RESPONSIBILITIES (first person on the scene)

All decisions and actions taken are your responsibility
Verify the crisis situation
Call 911 to notify emergency services
Assess the situation and determine what actions are needed
Notifies the immediate supervisor who convene the Incident Management Committee
The crisis team should provide services for:
protection and evacuation
medical attention
information sharing with faculty, staff, students and parents
counseling
Brief the university
Call on community resources for assistance
Reassess the situation with the crisis team
Debrief the crisis team and evaluate the universities crisis management actions
Document decisions and actions taken
Revise the university crisis plan as needed with campus crisis team, University administration
and physical plant

PHYSICAL PLANT RESPONSIBILITIES
e Assist the security department in the immediate protection of life and building safety
e Contain areas, provide a safe areas and emergency vehicle access
e Set up emergency vendors such as:
Food Vendors
Water supplies
Housing
Sanitation
Equipment suppliers

THE TRAINER’S RESPONSIBILITIES
e Administer First Aid
Make request for paramedics and ambulance
Appoint someone to meet paramedics at the entrance of the building
Brief paramedics upon arrival and indicate which students are most seriously injured
Arrange for someone to travel with students to the hospital

THE COUNSELOR’S RESPONSIBILITIES

Arrange for counseling rooms

Triage students, faculty and staff to individual or group counseling
Check on all affected students

Provide individual counseling as needed

Facilitate support groups



e Monitor faculty, staff and students’ adjustment
e Provide follow-up support or counseling

THE SECURITY OFFICER’S RESPONSIBILITIES

e Coordinate immediate security and protection
e Communicate with and assist the police, ambulance and fire departments
e Act as a liaison with the crisis team

THE MARKETING ASSISTANT’S RESPONSIBILITIES

e Prepare a fact sheet for the secretary of the crisis team
e Answer telephone inquires
¢ Centralize phone numbers
¢ Facilitate the release of student information to parents or guardians

THE DEAN’S RESPONSIBILITIES

e Keep faculty, staff and students informed

¢ Relay team needs to the crisis team leader

¢ Coordinate donations or assistance to faculty, staff or students

e Act as a liaison between crisis team and those affected

THE ASSOCIATE V. P. FOR MARKETING & COMMUNICATION’S RESPONSIBILITIES
e Act as a liaison between crisis team and those affected
e Distribute press releases
¢ Coordinate faculty, staff, student, parent meetings

CRrisis KiT

A crisis kit will be distributed to President (Parker-Fox), Sr. VP for Residential University
(Professional Building), Dean of Student Development (Garbee Hall), Registrar (Alexander-
Dickman Hall), Director of Recreation Center (Recreation Center) and Campus Security. The
kit will contain the following items:

Name tags (first responder and emergency personnel will need to know who to go to on
campus), flash lights, batteries, notebooks, pens, markers, rubber gloves, bio-hand gel,
duct tape, and a list of important and emergency phone numbers as well as campus
maps.

Note: Defibrillators are located in Athletic Training in Dorman Gymnasium and the
Recreation Center.



TRAINING A CAMPUS CRISIS TEAM

Advanced training is critical. The first step in preparation is to train the crisis team. When the campus
security committee has selected the team, team members will be responsible for devising a crisis plan
for the university. Preparation enables the team to fulfill their assigned responsibilities. As university
safety needs and personnel change, an annual assessment of the crisis plan will also be needed.

PRE-TRAINING QUESTIONNAIRE

Most people have a natural interest in following safety and crisis events. The news media relates how
innocent people are caught in emergency situations and endure tragedy and triumph over adversity.

The following questions normally stimulate thought and discussion.

What type of warning system is used to signal a crisis?

Where is an up-to-date floor plan for all university buildings?

During a crisis, what are the guidelines for granting interviews with the media?
What accommodations have been made for handicapped students during a crisis?
What suicide guidelines are in place in your building?

Provide a contact list for a major crisis on your campus?

* & & 6 o o o

Why should the crisis team debrief following a crisis?

TEAM ASSIGNMENTS

Let team members brainstorm what specific responsibilities should apply to each individual on
the crisis team.

PREPARATIONS FOR FUTURE MEETINGS
¢ Set a meeting time and place

¢ Assign a section of the written crisis plan to each team
¢ Plan a crisis drill for the team and the entire university
.

Provide faculty and staff orientation (grief, gangs, violence suicide, etc.)

TARGETS AND STRATEGIES

Target 1: To Establish a Campus Crisis Team

Choose team members and establish their assigned roles and responsibilities? Be flexible in
determining which functions best fit the needs of the University.

1.

2.



5.
6.

Who are the backup team members in case of a team member’s absence?

Target 2: To Have a Prepared Plan for Sharing Information during a Crisis

Name Phone
Name Phone
Name Phone
Name Phone
Name Phone
Name Phone

¢ How will the team be informed and the plan activated?

¢ What type of warning system will be used if there is an emergency?

¢ What mechanism is there for disseminating information? With different types of crises how will this
vary?

¢ What are the plans to keep faculty, staff, students and parents informed?

Target 3: To Prepare University Personnel to Respond Effectively to Crises
¢ What is the strategy to train safety personnel and the crisis team? Include dates, time,
arrangements and agenda.

+ How will the faculty, staff and students receive orientation to the crisis plan?

Target 4: How to use the Building in an Efficient Manner in the Event of a Crisis
¢ Have emergency workers received orientation on the building’s layout?
¢ Where are the up-to-date floor plans kept? Plans are kept in the physical plant.

¢ List all hazardous material/chemicals and storage locations on campus (e.g., cleaning fluids,
chemistry labs, art classrooms, physical plant, etc.) See MSDS sheets.

¢ Which building or rooms will be designated for individual and/or group counseling?
¢ Where will the command post be located for a Level 1 or Level 2?

¢ What room will be utilized for media activities?

Target 5: To Make Provisions for Special Populations

¢ Has the crisis team provisions for the handicapped or students with limited English proficiency have
during a crisis?
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¢ What provisions have been made to meet these needs?

Target 6: To Use Community Resources to Prevent and Resolve a Crisis in the
University?

+ Identify community leaders (police chief, mayor, church leaders, etc.) or programs that can assist
the university in creating and maintaining a physically safe and emotionally positive environment.

PREVENTION MEASURES
1. Identify physical barriers and suggestions for altering buildings that would improve

safety (i.e., lighting, locks, etc.).
List safety topics addressed at faculty meetings or staff development.
Identify what suicide measures are in place or planned?

What is the evacuation plan in case of an emergency?

a > WD

List any additional safety strategies.
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UNIVERSITY CRISIS PLAN REVIEW AND EVALUATION

Partially
Target Not Included in Complete Complete or
9 Plan or Needs Appropriate
Improvement
CRISIS TEAM
Crisis team members and backup for leaders are
identified.

COMMUNICATION

There are plans to disseminate information to
faculty, staff and parents.

A communication system linking all buildings is
present.

TRAINING AND ORIENTATION

Training has taken place or planned.

All staff will receive orientation.

USE OF BUILDINGS

Crisis counseling rooms are designated.

Location for crisis coordination/command post
identified.

An area is assigned to the media and a media
spokesperson is chosen.

SPECIAL POPULATIONS

Provisions have been made to address handicapped
or limited English proficiency students.

A copy of building’s floor plan.

Evacuation procedures.

Adequate preventive safety measures are in place or
planned.

Community leaders or resources available to the
university.

Particular Strengths and Creative Areas of the Plan

Areas of Improvement

Additional Comments

Reviewer Date
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POST CRISIS CHECKLIST

Please take several minutes to fill out this checklist. This list is used to evaluate the performance of the
University Crisis Team. Can also be for training purposes

1. The crisis team demonstrated familiarity with their plan. Yes No
2. The team responded in a timely fashion. Yes No
3. A clear chain of command was observed. Yes No
4. First Aid for injured students, faculty and staff were given priority. Yes No
5. Plans were clearly stated to contact emergency services. Yes No
6. A plan of action for restoring order and directing students was

evident. Yes No
7. The appropriate personnel were notified. Yes No
8. Procedures were followed for the release of information. Yes No
9. Preparations were made to counsel students, faculty Yes No

and staff in groups or individually.
10. Plans were made to debrief after incident was handled. Yes No

11. Evidence was shown that the media were handled Yes No
appropriately by a designed spokesperson.

12. Emphasis on teamwork was exhibited. Yes No

13. A fact sheet was prepared by the Administrative Assistant Yes No
to respond to inquiries.

14. The building floor plan was available. Yes No
15. Evidence was shown that the team knew evacuation procedures. Yes No

16. Needs of handicapped or special populations were considered. Yes No
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CRISIS DRILLS

Preparation and training for a crisis drill will assist the university for an actual crisis situation. The drill
will reveal the adequacy of the written crisis plan. This will also provide familiarity of the crisis team
members with their roles. It should be considered a learning experience. Faculty, staff and students
should be familiar with the university crisis plan and use their evaluations to point out the strengths and
weaknesses of the plan.

The most effective drill would include local emergency services to make the drill as realistic as possible.
This would include having people actually role-play the major parts of the crisis in a full-scale exercise.
The anxiety and tension may run high even though it is only a simulated crisis.

These are several examples of possible scenarios.

An angry student with a gun

The death of a student, faculty or staff
The suicide of a student, faculty or staff
A bomb at the university

A gas spill or chemical leak

® & & o oo o

A tornado hits campus
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RESOLUTION

GRIEF AND LOSS

A personal crisis is usually precipitated by the loss of something or someone close. The university
needs to be prepared to help students who are grieving and assist them through this life crisis.

When the death occurs to someone who is well-known in the university and liked by many students,
faculty and staff, the crisis expands beyond the personal tragedy into a major concern for the university.
If an illness is the cause death there usually is some preparatory time to deal with the feelings.
Nonetheless, when the news reaches the university, the normal routine will be disrupted. The
disruption may last for several days as people get used to being without the deceased.

On occasion a death may actually happen at the university. A student, faculty or staff may die from a
heart attack, stroke, suicide, natural causes, etc. These events cause a great deal of turmoil and
chaos. People may assume undeserved responsibility and guilt because they think they could have
prevented the death. For many it will be the first experience of witnessing death, which can be very
frightening. Crisis management procedures need to be planned prior to these possible events. After
the initial crisis has calmed down, ongoing support and follow-up counseling may be necessary for
those who are most deeply affected.

University personnel need to be aware that there are possible serious consequences of psychological
trauma after exposure to severe and extraordinary stress. When the body has to adapt to demands
from the environment, it is considered to be under stress. These demands for adaptations are called
stressors. Stress in itself is neither good nor bad. A stressor can bring joy and pleasure as well as
fright and anger. Stress keeps some people from becoming stagnant, but with too much stress they
can become overwhelmed. Involuntary patterns of feelings, thoughts or behaviors arise in response
top real or perceived danger. These patterns are called coping or defense mechanisms and serve the
purpose of reducing the effects of stress. When ordinary coping and defenses are overwhelmed during
a crisis, psychological trauma occurs.

CRISIS COUNSELING

Just as the key to effective crisis management is communication, the key to emotional resolution after a
crisis is counseling. One of the goals of the crisis management team is to return the university to its
normal routine as soon as possible. Providing immediate crisis counseling is the means to achieve this
goal and to help prevent long-lasting problems of post-traumatic stress. Counseling should be made
available to help students and staff deals with their emotions and begins the healing process.

Crisis counseling is a unique specialization that has emerged from a recognition that
individuals have a better capacity to resolve their problems and deal with trauma when they
have an opportunity to receive empathetic support. Empathetic support identifies what they are
feeling and conveys acceptance of those feelings. Crisis counselors follow a crisis-counseling
model and are experts at “active listening.”

STRESS MANAGEMENT CARE FOR THE CAREGIVERS

No matter how much training or experience a crisis worker has, there is a tremendous amount of stress
generated by simply helping others. Stress is defined as the body’s emotional and physical reactions to
a stressor. The stressor in this case for a crisis worker is the outpouring and chaos that follows the
wake of a university crisis.
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Crisis workers should always have permission to remove themselves from a crisis team if they are too
close to the victim or witnessed the event.

Beginning signs of burn-out for crisis counselors may include:

Feeling apathetic, sad, guilty or helpless.

Being physically tired, nervous, having trouble sleeping, stomach pains or loss of appetite.

* & o o

Having difficulty making decisions or easily distracted.

Suggestions to support the crisis team:

Provide refreshments, ice water or snacks.
Encourage them to take small breaks.

.
.
¢ Participate in the debriefing sessions.
¢ Allow for time off for after-hours work.

By supporting the crisis team, the university will gain valuable experience for future crises.
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DEBRIEFING

SUGGESTIONS FOR DEBRIEFING THE CRISIS TEAM

Debriefing during and after a crisis event allows the crisis team to process experiences. The purpose is
not so much to gather information or interrogate as in the military sense, but to be able to vent feelings,
bolster morale, prevent burnout and foster teamwork. The debriefing is a team process and an
opportunity to learn from the experience.

1.

Set a short debriefing session at the end of each day and a final one for when the crisis seems
to be resolved. A crisis situation is most intense soon after the event or when people first learn
about it. A meeting may need to be called midday on the first day. Having lunch together would
be a good time to relax a little and do some sharing.

Give each participant an opportunity to describe his or her experience of the day. What was the
role of each in containing and resolving the crisis.

Allow stories to be told of personal tragedy and grief. Repeating the stories helps crisis workers
deal with the trauma. Remember that the crisis team members will also be impacted by what is
seen, heard and felt.

Explore what team members need from each other to make their jobs go more smoothly.

Decide where the problem areas were and how they can be corrected now or avoided in the
future. Team member’s responsibilities may need to be changed or the crisis plan itself revised
based on this new information.

Provide for follow-up services for those affected the most. Traumatic experiences can result in
post-traumatic stress or have a continuing influence on a child’s vulnerability to psychological
problems.
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THE INCIDENT COMMAND CENTER

When the safety of students, faculty and staff is threatened the command center becomes the location
for receiving and dispatching critical information and instruction to emergency services and the crisis
team.

PURPOSE

When the city’'s emergency services are called to the university, the incident command center system
should help with communication between the university and the emergency personnel. The purpose of
the crisis team is to bring the situation under control as soon as possible. Directions given, decisions
will be made and at this command center.

ACTIVATION OF THE INCIDENT MANAGEMENT COMMITTEE
The team leader, or designee in his or her absence, will activate the center when a major crisis affects
the campus and requires extensive coordination.

LoCATION OF COMMAND CENTER

Emergency Personnel Command Center
University personnel who are first on site will set up the command center 50 yards from the incident
sites unless government emergency personnel have already established a command site.

University Incident Management Team

For all emergencies the command center will be housed in Parker Fox. The only exception would be
if Parker Fox would be located too close to the emergency site. Student Development in Garbee Hall
would be the alternate site.

SUGGESTED PROCEDURES
The nature of the crises will dictate the specific activities of the incident command center. General
operating procedures may include:

1. The team leader will consult with the incident management team, but ultimately is charge of the
site and is responsible for making decisions.

2. When the city’s emergency services are involved, the team leader will work with the police chief
and/or the fire chief who will assist with the evaluation of the crises and the potential solution.

3. The command center location should be identified with a sign or other means for the emergency

personnel arriving at the site to assist bringing the situation under control.

Communication capabilities should be a major consideration when choosing a building.

The information center for parents should be separate from the incident command center and

also needs to be readily identifiable. Consideration may need to be given for bilingual

capability.

6. If there are injuries, a crisis team member should be dispatched to the hospital. These staff
should keep a list of all injured people and the location where they have been transported. The
crisis team members sent to the hospital will keep the university informed about the condition of
the injured.

7. If students, faculty or staff are transported to another location, such as a church, grade school or
a day care center the team leader may appoint another team member to supervise the site.

8. The team leader is responsible for documenting the sequences of the day’s events, decisions
made at the incident command center, and a summary of the post-incident crisis team
debriefing.

S



Create a survival mindset. What will your course of action be if you are caught in a campus shooting?!
Survival involves three components: Awareness, Preparation and Rehearsal.

If a shooting occurs:
Figure out — what is happening, what should your course of action be? Your gut instinct will usually be right!
Get out —if you can! Get as far away from the scene as possible as fast as you can.
Once your are outside....
Call out — Don’t assume someone else will have called. DIAL 911. All information is helpful.
If you cannot get out...

Hide out — Find a well protected area AWAY from the shooter. If law enforcement arrives and questions you, keep your
hands open and provide as much information as you can. They will not escort you out, their first priority is to get to the
gunfire and eliminate the threat.

Once you are in a safe location...
Keep out — blockade the door with any heavy items you may see. Turn out the lights and silence all electronic devices.
If you are in a room with a number of people...

Spread out — huddling together in a group makes for an easier mass killing scenario. Spread out in the room. Remain
calm and quietly discuss a plan of action.

If you are left with no choice and feel confident enough to follow through...

Take out- you can take out the shooter. Assume his intentions are lethal, he will kill people unless you stop him. You
can throw things at him to distract him and then do the best you can.

THIS IS A SURVIVAL MINDSET!

Extension 5816 or 563-419-8885



ACTIVE SHOOTER PROTOCOL

Armed subject - any person(s) in possession of a firearm who intend to cause
harm to others or are in the process of causing great bodily harm.

RESPONSE

A. If you are located in a building and it is possible to exit safely, follow
these steps:

Exit the building as quickly as possible and away from the immediate
path of danger.

Notify anyone you may encounter to exit immediately.

While exiting, do not run in a straight line. If possible, use walls,
furniture or other objects to block you from the armed subject.

Once outside do not run in a straight line. Use trees, vehicles or other
objects to block you from view.

When you are away from the immediate area of danger, summon help
any way possible and warn others.

If communication is possible, call Fayette Police, ext.6-911, or Upper
lowa Security, ext. 5372, providing specific information on your
location, the number of armed subjects and persons who may be
involved, injuries, etc.

Take protective cover. Stay there until assistance arrives.

B. If you are located in a building and exiting the building is not
possible, the following actions are recommended:

Go to the nearest room or office. Do not stay in an open hallway.

Do not sound the fire alarm as this may signal occupants to evacuate
the building and thereby be put in harm’s way.

Close and lock the door.

Turn off the lights.

Barricade yourself in the room with furniture or anything else to secure
the door

Seek protective cover. Stay low to the floor.

Close the blinds (if possible) then stay away from windows.

Keep quiet and act as if no one is in the room. Turn off or silence any
electronic equipment that may make noise.

Do not answer the door.

If communication is possible from an on-campus phone, call Fayette
Police, ext. 6-911, or Upper lowa Security, ext. 5372, providing specific
information on your location, the number of armed subjects and
persons who may be involved, injuries, etc.

If using a cell phone, call 911 or Upper lowa Security, 563-425-5372. It
would be recommended to pre-program these numbers into your cell
phone.



Wait for the local Police or Campus Security to assist you out of the
building.

C. If the shooter enters your classroom or work area:

Remain calm. Do not provoke the shooter.

Do not make eye contact but comply with any requests.
Only speak when spoken to.

Be observant of details.

D. If you are located outside a building and it appears that you can get
away safely, follow these steps:

Run away from the threat as fast as you possibly can.

Do not run in a straight line. Use buildings, trees, vehicles or other
objects to block you from view.

When you are away from the immediate area of danger, summon help
any way possible and warn others.

If communication is possible, call Fayette Police, 911 or Upper lowa
Security, ext. 5372, providing specific information on your location, the
number of armed subjects and persons who may be involved, injuries,
etc.

Take protective cover. Stay there until assistance arrives.

E. If you are located outside a building and running away is not a safe option,
consider one of the following recommendations:

Quickly assess the area and find a good place to hide.

If death or serious physical injury is being caused to others and you
are unable to run or hide, you can choose to play dead among the
victims.

You can fight back. This is dangerous, but in some situations it might
be the only option.

If you are caught by an armed subject and are not going to fight back,
do not look your captor in the eyes and obey all commands.

Once the local Police or Campus Security arrives, follow their
instructions.

F. What to expect from police officers.

Do not run up to them. Stay in your location and show your hands.
Their first priority will be to find the assailant to stop any further
shooting.

Give as accurate information as you have. Description of person
(name if you know the person), apparel, gun, and any other details you
remember.

Stay in your hiding spot until someone returns and notifies you that all
is clear.



18

ASSAULT OF A STUDENT ON OR OFF CAMPUS

The following is a very brief description of procedures to occur. For a more detailed
protocol please refer to the Sexual Assault protocol checklist.

ASSISTING THE VICTIM
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Provide medical attention if there are injuries.
Notify University security.
Notify University personnel.

Provide counseling for the victim and his or her family. Help the victim regain a sense of
security. Do not blame the victim. Respect cultural differences where, traditionally, outside
counseling may not be acceptable and such matters are not shared beyond the immediate
family.

IF THE ASSAULT IS A RAPE

1.

w
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Contact the police (911), university security and the victim’s parents, if necessary. The police
will probably transport the assaulted individual to the hospital.

Remain with the victim until the police arrive.

Report information only to those directly involved with the victim’s safety and well-being. Protect
the identity of the victim.

A University official should accompany or meet the victim at the hospital.

Prepare factual information for the media.

Reassure concerned parents regarding the safety precautions being taken at the University.
Document all activities and decisions.

Debrief with the crisis team.
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BLOOD BORNE PATHOGENS

DEFINITIONS

Bloodborne Pathogens

Pathogenic microorganisms that are present in human blood and can cause disease in humans. These
pathogens include, but are not limited to, hepatitis B virus and human immunodeficiency virus also
known as HIV, and hepatitis C virus.

Exposure Incident
A specific eye, mouth, or other mucous membrane, or non-contact with blood or other potentially
infectious materials that results form the performance of an employee’s duties.

Source Individual
Any individual whose blood or other potentially infectious materials may be a source of occupational
exposure to the employee.

EXPOSURE PROTECTION
1. Staff and faculty risk exposure when providing medical treatment to injured individuals or when

dealing with or handling of blood or other bodily fluids.

2. Staff and faculty who have received proper training in first aid and CPR should be the primary
individuals administrating treatment to an injured individual.

3. All bodily fluids will be considered to be at risk material and contaminated.

4. Latex gloves and CPR mask shall be made available in all first aid kits.

5. Latex gloves and CPR mask will be replaced as soon as possible after use and exposure or if
the items are damaged in any matter.

6. Decontamination will occur as soon as possible, by washing hands with soap and water. Bio-
hand cleaner that kills germs will also be made available.

7. All equipment, environmental and working surfaces shall be cleaned and decontaminated after

contact with blood or other bodily fluids.

EXPOSURE
In the event of exposure to blood or other bodily fluids the exposed individual shall report the exposure
to their supervisor. The supervisor shall obtain the following information. An exposure form is
attached.

1. The name of the exposed staff or faculty member.

2. The name of the source individual.

3. The date, time and location of the exposure.

4. What was the staff or faculty member doing at the time of the exposure?

5. Details of the exposure, information such as the amount of bodily fluid, what type of bodily fluid,

the extant and duration of the exposure etc.

6. Use of protective equipment - was it used, did it fail, was it used improperly?
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7. Was there any other staff or faculty member exposed?

MEDICAL TREATMENT

The staff or faculty member must be advised that they should seek medical treatment for the exposure.
The physicians and medical staff will determine what kind of treatment, and what kind of follow up
treatments their needs to be. The staff or faculty member must be reassured that all medical results
that the University receives from this incident will be kept in strict confidentiality.

THE UNIVERSITY NEEDS TO PAY FOR THIS | BELIEVE THIS
SHOULD BE CHECKED INTO



Upper lowa University
Blood Borne Pathogens Exposure Form

Exposed employee name:

Date of exposure:

Time of exposure:

Location of exposure:

What were your actions at the time of the exposure:

Details of the exposure (amount of fluid, type of fluid, duration of exposure):

Was protective equipment used:

Did protective equipment fail or was it used improperly:

Was there any other staff or faculty member exposed:

Signature of Exposed Individual Date

21
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BomMmB THREAT PROTOCOLS

Instructions: Be calm, be courteous, listen, and do not interrupt the caller. When possible notify your
supervisor or a co-worker while the caller is still on the line. While the caller is on the line obtain the
following information.

Date: Time:

Exact words of the person calling in the threat:

Questions to ask the person calling in the threat:

1. When is the bomb going to explode?

2. Where is the bomb right now?

3. What kind of a bomb is it?

4. What does the bomb look like?

5. What will cause it to explode?

6. Why did you place the bomb?

7. What is your name and address?
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Try to determine the following: (circle as appropriate)

Caller’s identity: Male Female

Caller’'s age: Adult Juvenile Approximate age that they sound like:

Voice: Loud Soft High-pitched Deep Intoxicated  Other:

Accent: Local Foreign Regional (Description)

Speech: Fast Slow Distinct Distorted Stutter Slurred Nasal
Language: Excellent Good Fair Poor Foul Other:

Manner: Calm Angry Rational Irrational Coherent Incoherent

Deliberate Emotional Righteous Laughing Intoxicated
Background noise:  Office machines  Factory machines Bedlam Trains
Animals Music Voices Airplanes Street-traffic
Mixed Party atmosphere
Is this call being made on a cellular phone? Yes No Unknown

Other Noise:

Additional Information:

Immediately after the call, notify the Campus Security Department at 425-5372 or cell phone number 6-
419-4250. If you are unable to contact security you may contact the Office of Student Development at
425-5214 or 425-5215. These offices will in turn make contact with the proper individuals and
authorities. Note: Do not use the phone that the call came in on to call for assistance, that phone will
be used to trace the location of where the call came from. Unless there is an immediate emergency
threat, stand by at your location for either security or law enforcement prior to any other actions.
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LETTER AND PARCEL BOMB RECOGNITION POINTS
The following are characteristics of suspicious packages that come through the mail, and one or
combination of these recognition points should put up a mental “red flag”:
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Foreign mail, air mail and special delivery.

Restrictive marking such as conficenti9al, personal, etc.

Excessive postage.

Hand written or poorly typed addresses, homemade labels or cut and paste lettering.
Incorrect titles.

Titles but no names.

Misspellings of common words.

Oily stains or discolorations, emit a peculiar odor.

No return address.

. Excessive weight.

. Rigid envelope.

. Lopsided or uneven envelope.

. Protruding wires or tinfoil.

. Excessive securing material - masking tape (several different types of tape may be used), string, etc.
. Visual distractions such as fragile, handle with care, rush to not delay.

. Irregular shape or parcel may have soft spots or bulges.

. Parcel bombs may make a buzzing or ticking noise or a sloshing sound.

. A pressure or resistance may be noted when removing contents from an envelope or parcel.

PACKAGE(S) LEFT BY AN UNKNOWN PERSON ON UNIVERSITY GROUNDS OR THE
IMMEDIATE VICINITY

1.

2.
3.

Package may be of any size, shape, color or material, i.e. Paper wrapped package, paper sack,
cardboard box, attaché case, etc.
Package usually appears to be out of place to the office or building users.

Package may be hidden.

5 STAGES OF AN EXPLOSION
If an explosion does occur there are 5 stages that will occur. They will occur within a second of the
explosion:

1.
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Fire ball

Concussion wave (this can destroy internal organs)
Fragmentation (moves at 18,000 feet per second)
Reverse concussion wave

Crater
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NEED A TITLE FOR THIS SECTION

If a bomb threat has been received by Upper lowa University, certain individuals need to be contacted
so that they can determine the course of action taken by the University, whether it is to evacuate the
school or to ignore the threat all together. Those individuals are as follows

Dr. Edward Ogle 425-5284

Dr. Alan Walker 425-5201

In addition if and when the University is searched for an explosive device faculty, staff and perhaps
even students may be asked to assist. The reason for this is that these individuals are familiar with the

University.

Student rosters should be kept current. It is possible that the individual who made the threat is a
student and a current list would assist law enforcement.

The State Fire Marshall Office recommends a minimum safe distance of 100 meters for any bomb
threat; this is primarily for homemade pipe bombs and other explosives of that size. Larger explosive
devices, i.e. the size of a moving truck (Oklahoma City Bombing) a minimum distance of a quarter mile
are recommended. If a biological or chemical threat were made in conjunction with the explosive threat
evacuation of the entire city of Fayette would not be out of the question.

Any and all media inquiry should go through Public Relations; Fedelina Madrid & Sheila Miller.

FACULTY, STAFF AND STUDENT PROCEDURES

1. All faculty, staff, and students should make a preliminary search around their immediate areas,
class rooms and residence rooms for any suspicious items.

2. All faculty, staff and students, as they evacuate the University will remove the items that they
brought into class or the office with them (i.e. book bags, gym bags, radio’s). Faculty and staff
should unplug everything that is in their class room or office.

3. Windows and doors will be left open to help dissipate any explosive force.

4. All cabinets, desk, drawers, rooms and offices will be left unlocked to make it easier for the
searchers for when the school is searched and cleared.

5. When evacuation of a building is accomplished, only authorized personnel are permitted entry
until the threat is resolved.

6. Personnel evacuated from the University grounds will remove themselves a minimum of 100
meters from the University buildings, possibly more depending on the threat that was made and
what if any explosive material is located.

7. The heads of each department will be accountable for their staff. The Office of Student Service
with the R.A’s will ensure that Garbee Hall is evacuated.

THINGS THAT SHOULD NOT BE DONE

1. DO NOT key hand held radios and transmit.
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DO NOT handle any explosive device or suspected explosive device or suspect packages.
DO NOT allow anyone, faculty, staff or student access to or near the proximity of the explosive
device.
DO NOT try to move the explosive device or enclose it to minimize effects of an explosion.
DO NOT use cellular telephones.
DO NOT pull the fire alarms to evacuate any buildings.
If an explosive device is inside of a container DO NOT open the container.

Any one of the above events could trigger an explosive device if it is on University property.

SECONDARY DEVICE

Domestic terrorist in recent years have planted two explosive devices. The first to destroy there target
and second to destroy responding emergency personal. The following guidelines need to be followed
with the secondary device in mind

1.

Gas and power lines need to be shut off after the first explosion to minimize damage of a
secondary explosion.

Think about where the secondary device may be, anticipate its location when you respond to
the scene.

NO radio or cellular phone communication within 100 meters of threat area.

Be aware of the damage area after the explosion, i.e. weakened structure, gas lines, debris, etc.
all of these can increase the effectiveness of a secondary device.

Be aware of any and all potential evidence that you might be taking with you when you leave.
Items such as clothing, shrapnel from the explosive device, hair fibers, or anything that might
assist law enforcement in their investigation.

Gas and power lines need to be shut off after the first explosion to minimize damage of a
secondary explosion

BomB INCIDENT AFTER ACTION REPORT
A. Nature of incident

1.
2.

I

7.

Who received the call?

Where was the call received?

a. What was the telephone number of the line to which the call was made (to trace the last
call press star 69)

What was the date and time of call?

What did caller say, and what was the response of the receiver, if any?

Was the caller male or female?

What was the approximate age of the caller?

Were there any unusual speech characteristics of the caller such as a lisp, accent, dialect, etc.?

B. Action taken



a > wnoE

Who was notified immediately after the call was received?

What was the time of evacuation, if applicable?

What search techniques were employed?

What was discovered, if anything?

What time did personnel re-enter the building, if there was an evacuation?

BomB DISCOVERY
A. Nature of incident

1.

S T

How was the bomb discovered?

Where was the bomb discovered?

Who discovered the bomb?

What was the date and time of discovery?
Was it established that only one bomb existed?

What is the description of the device?

27
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CiIviL DISTURBANCE

Most civil disturbances are peaceful and non-obstructive in nature these disturbances may be in the
form of marches, meetings, picketing and rallies. Upper lowa University shall in a civil disturbance
when:

1. Any assembly or individuals act in a manner that interferes with normal operations of the University
2. Obstructing access to offices, building, or other University facilities

3. Actions that could result in damage to University, public or private property

4. Threats of physical harm to individuals, or injury of individuals

5. Willful demonstrations within the interior of any University building or structure.

6. Unauthorized entry into or occupation of any University building, room, or area of the campus.

In any situation of civil disturbance campus security or local law enforcement needs to be notified,
whether it is peaceful, disruptive, or violent. EMS personal needs to be put on alert as well.

DISPERSION
If and when the time comes to disperse a crowd or group of individuals the following should occur

1. The Senior Vice President for Residential University and/or Dean of Student Development will go
into the disturbance area and ask the protestors to leave and to discontinue their actions.

2. If the protestors refuse to leave and continue with the civil disturbance then the Senior Vice
President for Residential University and President will make the following statement:

“lam speaking on behalf of the University of Upper lowa University.

The student code of Upper lowa University under violations of Standards and Regulations
makes civil disturbance and mass demonstration an offense. The student code reads as
follows. Under the heading of Mass demonstrations and/or disorderly conduct. Any assembly
or individual act that interferes with the normal operation of the University or that could result in
damage to public or private property or injury to persons is prohibited, and participants will be
asked to disband by designated University officials. Drunken conduct, inciting mass
disturbances, and riots are also considered disorderly. Individuals present violating these
rules may be subject to disciplinary action, up to and including expulsion from Upper lowa
University. The individuals may also be subject to arrest for Criminal Trespass pursuant to
Code of lowa 716.7”

3. If the protestors persist in their civil disturbance after the administrative message has been read the
following statement will be made:



29
“Upper lowa University has requested that law enforcement clear this area. The University’'s
administration will now withdraw from this area to permit law enforcement to take over the

situation.”

This statement will be followed immediately by the following statement

“lam of the (appropriate law enforcement agency goes here). | am

asking you to leave these premises and disperse. If you do not leave now, you will be in violation
of chapter 716.7 of the State Code of lowa, Criminal Trespass. If you do not immediate disperse,

you will be arrested and charged with the violation of this act.”

EVACUATION

ASSISTING THOSE WITH DISABILITIES, EVALUATION GUIDELINES

It is recommended that for residents of Garbee Hall, Lee Towers and Hofmaster apartments a “Buddy
System” be implemented. A volunteer along with alternate volunteers be paired with a person with
disabilities to assist them with evacuating the building, staff personnel should be made aware of these
arrangements. For all other buildings on campus a “Buddy System” can be implemented as well along
with staff and faculty assistance.

PERSONS WITH VISUAL IMPAIRMENTS

Inform the individual of the nature of the emergency, offer to guide him/her. As you evacuate the
building advise the individual that you are with where you are at, where you are going, obstacle in the
way and any other important information. Do not take the individual that you are guiding by the arm,
offer your arm instead.

PERSONS WITH HEARING IMPAIRMENTS

1. Write a note telling the individual of the danger and the safest evacuation route

2. Tapping the person he shoulder or turning the light switch on and off to gain attention, then
indicating through gestures, or in writing, what is happening and what to do.

PERSONS USING CRUTCHES, CANES OR WALKERS

If the individual is having trouble exiting the building in a quick and safe manner then they may be
carried out of the building. Options such as the fireman'’s carry, two-person locked arm carry may be
used. Also the person can be carried out while simply sitting in a chair.

NON-AMBULATORY PERSONS

Most of the time non-ambulatory individuals will be able to evacuate a building on their own. If
assistance is needed remember lifting someone is this state may be painful and may cause injury.
Frequently, non-ambulatory individuals have respiratory complications. Remove them from smoke or
fumes immediately. Always consult the persons that are being evacuated so to their preference with
regard to:

Ways of being removed from the wheelchair.

The number of people necessary for assistance.

Whether to extend or move extremities when lifting because of pain, catheter bags, braces, etc.
Whether a seat cushion or pad should be brought along if he-she is removed from the chair.
Being carried forward or backward on a flight of stairs.

After-care, if removed from the wheelchair.

ogarwnNE
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TRIAGE

If there are casualties then the following area will be used as the triage area, providing that the building
is still structurally sound and there are no other dangers getting in and out of the building the order of
the area of usage is in this order:

Rec Center

Dorman Gym

Auditorium in Colgrove Walker
Tennis Courts

PwnE

The designated landing zone for the life flight helicopter will be as follows:

Primary: Football practice fields on the East side of campus.
Hazard Note: On the West side of the fields is a power line

Secondary: The oval area on the North side of campus.
Hazard Note: On the East side of the oval is a very tall flagpole

FIRST AID KITS
First aid kits are located in the following areas
Garbee Hall: Cabinet in the security office
Alexander Dickman: Registrar’s office
Colgrove Walker: Roadrunners lounge
Library: Circulation desk
Baker Hebron: Chemistry lab
Dorman Gym: Training room
Parker Fox: Front desk
Professional Building: Lounge
Rec Center: Front desk and through out the building attached to the wall
Edgar Fine Arts: Ceramics studio room 103
Andres Center: Housekeeping room 127
Physical Plant: Office & grounds
DISPLACED STUDENTS
Sodexho Campus Services will provide cold meal bag lunches; meals may also be prepared on
university grills. Bottled water will be brought in for drinking. The university will provide a generator for

Sodexho for refrigeration purposes. Porta Potties will be brought in for the waste matters. Student may
be housed in Dorman Gym of the Recreation Center as needed.

24-HOUR HOTLINE
The 1-800 phone number will be designated as the emergency 24-hour hotline number that parents
may call.

PARENTAL NOTIFICATION
The Incident Management and Communications Team will notify parents of the situation and the status
of their child.
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COUNSELING

There are several different options that are available to Upper lowa University in regards to counseling.
Upper lowa University has on staff Laurie Kirkpatrick who is the Director of Counseling Services. Staff
members of Student Development will also be available The following local clergy are available as well:
Abundant Life Christian Fellowship 425-3511, First United Methodist Church 425-4126, St. Francis of
Assisi Catholic Church 425-3184, Grace Lutheran Church 425-3544, Fayette Community Church 425-
3551. Also available is the Northeast lowa Mental Health Center and Alcohol Related Problem Center
1297 S. Frederick Avenue Oelwein, lowa 50662 1-563-283-5774 or 1-800-372-6744.

MEDIA

All media related questions or concerns need to go though the office of Dr. Edward Ogle, office phone
number 425-5284. Alternate to him is Don Aungst, office phone number 425-5286.
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CULT ACTIVITY: EVIDENCE OF OR SUSPECTED
(Level 1)

Definition
A community of religious worship and ritual, they are generally considered to be extremist or bogus.

Response

1. Report suspected activity to Campus, Associate Dean of Student Development or Dean of Student
Development. The appropriate University official will investigate the suspected activity and
document their investigation.

2. Atfter the investigation, the University official will approach law enforcement or take action to

remove any threat to the safety or well-being of the University Community

Verify information from personnel familiar with cults.

Photograph evidence of suspected cult activities (mutilated animal carcasses, jars of blood, graffiti,
alters, etc.)

Remove the contents after calling security or local police. Photograph and document evidence.

Follow disciplinary procedures for any offense committed.
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CYBER ATTACK

The cyber attack is obviously the preferred means of attack of cyber hackers, it is also becoming a
means of attack for international and domestic terrorist. Universities are particularly open to cyber
attacks due to the fact that universities see them self as being open and freethinking. Universities do
not want to limit the exchange of knowledge in any way. If a cyber attack does occur to Upper lowa
University chances are it will be in the form of Denial of Service, denial of service is when someone
decides to make your network or firewall useless by disrupting it, crashing it, jamming it, or flooding it.

Some other forms of common cyber attacks are as follows:

SERVER HIJACKING (UNAUTHORIZED RELAYING)

This is where a spammer will take many thousands of copies of a message and send it to a huge list of
email addresses. Because these lists are often so bad, and in order to increase the speed of operation
for the spammer, many have resorted to simply sending all of their mail to an SMTP server that will take
care of actually delivering the mail.

EXPLOITING BUGS IN APPLICATIONS

Various versions of web servers, mail servers, and other Internet service software contain bugs that
allow remote (Internet) users to do things ranging from gain control of the machine to making that
application crash and just about everything in between.

BUGS IN OPERATING SYSTEMS

These are typically initiated by users remotely. Operating systems that are relatively new to IP
networking tend to be more problematic, as more mature operating systems have had time to find and
eliminate their bugs. An attacker can often make the target equipment continuously reboot, crash, lose
the ability to talk to the network, or replace files on the machine.

Upper lowa University has two primary means of protection against cyber attacks these are as follows:

FIRE WALL

A firewall is a system or group of systems that enforces an access control policy between two networks.
The actual means by which this is accomplished varies widely, but in principle, the firewall can be
thought of as a pair of mechanisms: one which exists to block traffic, and the other which exists to
permit traffic. Probably the most important thing to recognize about a firewall is that it implements an
access control policy.

The two primary forms of firewall that are implemented by Upper lowa University are the Screened Host
Firewall and the Screened Subnet Firewall.
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Figure 1: Screened Host Firewall
screened Host Firewall:

Protected

Int t
erme Network

Router only permits
traffic to/from bastion host

In Figure 1, a network layer firewall called a " screened host firewall" is represented. In a screened
host firewall, access to and from a single host is controlled by means of a router operating at a network
layer. The single host is a bastion host; a highly-defended and secured strong-point that (hopefully) can
resist attack.

Figure 2: Screened Subnet Firewall
Screened Subnet: Bastion

=== o
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traffi c to/from DMZ network

Example Network layer firewall : In figure 2, a network layer firewall called a “screened subnet
firewall" is represented. In a screened subnet firewall, access to and from a whole network is controlled
by means of a router operating at a network layer. It is similar to a screened host, except that it is,
effectively, a network of screened hosts.
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DMZ

"DMZ" is an abbreviation for ““demilitarized zone." In the context of firewalls, this refers to a part of the
network that is neither part of the internal network nor directly part of the Internet. Typically, this is the
area between your Internet access router and your bastion host, though it can be between any two
policy-enforcing components of your architecture.

If there is a cyber attack on Upper lowa University during non-business hours, security will be notified
by e-mail or by some other means. Security will then go to the Audio Visual room in on the 2" floor of
the library. Off of the Audio Visual Room there is a storage space that stores Internet service, direct
line for Upper lowa University. On the rack of machines in the corner of the room Security will simply
turn off the machine that controls the Internet service to Upper lowa University, this will stop the cyber
attack. Security will then notify the appropriate Computer Service personal, these personal are

Terry Smid, Director of Computer Services

Work phone number 563-425-5359

Home phone number 563-422-9358
Paul Trewin, Network Administrator

Work phone number 563-425-5754

Home phone number 319-394-3639
DEFINITIONS

There are several terms that are related to cyber attacks and firewalls that most layman individuals are
not related with and would need to understand if they would ever have to deal with a cyber attack,
several of those terms are as follows

Abuse of Privilege
When a user performs an action that they should not have, according to organizational policy or law.

Access Control Lists
Rules for packet filters (typically routers) that define which packets to pass and which to block.

Access Router

A router that connects your network to the external Internet. Typically, this is your first line of defense
against attackers from the outside Internet. By enabling access control lists on this router, you'll be able
to provide a level of protection for all of the hosts ““behind" that router, effectively making that network a
DMZ instead of an unprotected external LAN.

Application-Layer Firewall

A firewall system in which service is provided by processes that maintain complete TCP connection
state and sequencing. Application layer firewalls often re-address traffic so that outgoing traffic appears
to have originated from the firewall, rather than the internal host.

Authentication
The process of determining the identity of a user that is attempting to access a system.
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Authentication Token

A portable device used for authenticating a user. Authentication tokens operate by challenge/response,
time-based code sequences, or other techniques. This may include paper-based lists of one-time
passwords.

Authorization

The process of determining what types of activities are permitted. Usually, authorization is in the
context of authentication: once you have authenticated a user, they may be authorized different types
of access or activity.

Bastion Host

A system that has been hardened to resist attack, and which is installed on a network in such a way
that it is expected to potentially come under attack. Bastion hosts are often components of firewalls, or
may be ““outside" web servers or public access systems. Generally, a bastion host is running some
form of general-purpose operating system (e.g., Unix, VMS, NT, etc.) rather than a ROM-based or
firmware operating system.

Challenge/Response
An authentication technique whereby a server sends an unpredictable challenge to the user, who
computes a response using some form of authentication token.

Chroot
A technique under Unix whereby a process is permanently restricted to an isolated subset of the file
system.

Cryptographic Checksum
A one-way function applied to a file to produce a unique "“fingerprint" of the file for later reference.
Checksum systems are a primary means of detecting file system tampering on Unix.

Data Driven Attack

A form of attack in which the attack is encoded in innocuous-seeming data which is executed by a user
or other software to implement an attack. In the case of firewalls, a data driven attack is a concern
since it may get through the firewall in data form and launch an attack against a system behind the
firewall.

Defense in Depth
The security approach whereby each system on the network is secured to the greatest possible degree.
May be used in conjunction with firewalls.

DNS spoofing
Assuming the DNS name of another system by either corrupting the name service cache of a victim
system, or by compromising a domain name server for a valid domain.

Dual Homed Gateway

A dual homed gateway is a system that has two or more network interfaces, each of which is connected
to a different network. In firewall configurations, a dual homed gateway usually acts to block or filter
some or all of the traffic trying to pass between the networks.

Encrypting Router
see Tunneling Router and Virtual Network Perimeter.

Firewall
A system or combination of systems that enforces a boundary between two or more networks.
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Host-based Security
The technique of securing an individual system from attack. Host based security is operating system
and version dependent.

Insider Attack
An attack originating from inside a protected network.

Intrusion Detection
Detection of break-ins or break-in attempts either manually or via software expert systems that operate
on logs or other information available on the network.

IP Spoofing
An attack whereby a system attempts to illicitly impersonate another system by using its IP network
address.

IP Splicing / Hijacking

An attack whereby an active, established, session is intercepted and co-opted by the attacker. IP
Splicing attacks may occur after an authentication has been made, permitting the attacker to assume
the role of an already authorized user. Primary protections against IP Splicing rely on encryption at the
session or network layer.

Least Privilege

Designing operational aspects of a system to operate with a minimum amount of system privilege. This
reduces the authorization level at which various actions are performed and decreases the chance that a
process or user with high privileges may be caused to perform unauthorized activity resulting in a
security breach.

Logging
The process of storing information about events that occurred on the firewall or network.

Log Retention
How long audit logs are retained and maintained.

Log Processing
How audit logs are processed, searched for key events, or summarized.

Network-Layer Firewall
A firewall in which traffic is examined at the network protocol packet layer.

Perimeter-based Security
The technique of securing a network by controlling access to all entry and exit points of the network.

Policy
Organization-level rules governing acceptable use of computing resources, security practices, and
operational procedures.

Proxy

A software agent that acts on behalf of a user. Typical proxies accept a connection from a user, make a
decision as to whether or not the user or client IP address is permitted to use the proxy, perhaps does
additional authentication, and then completes a connection on behalf of the user to a remote
destination.
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Screened Host
A host on a network behind a screening router. The degree to which a screened host may be accessed
depends on the screening rules in the router.

Screened Subnet
A subnet behind a screening router. The degree to which the subnet may be accessed depends on the
screening rules in the router.

Screening Router
A router configured to permit or deny traffic based on a set of permission rules installed by the
administrator.

Session Stealing
See IP Splicing.

Trojan Horse
A software entity that appears to do something normal but which, in fact, contains a trapdoor or attack
program.

Tunneling Router
A router or system capable of routing traffic by encrypting it and encapsulating it for transmission
across an untrusted network, for eventual de-encapsulation and decryption.

Social Engineering

An attack based on deceiving users or administrators at the target site. Social engineering attacks are
typically carried out by telephoning users or operators and pretending to be an authorized user, to
attempt to gain illicit access to systems.

Virtual Network Perimeter
A network that appears to be a single protected network behind firewalls, which actually encompasses
encrypted virtual links over untrusted networks.

Virus

A replicating code segment that attaches itself to a program or data file. Viruses might or might not
contain attack programs or trapdoors. Unfortunately, many have taken to calling any malicious code a
“virus". If you mean " Trojan horse" or “worm", say " Trojan horse" or “worm".

Worm

A standalone program that, when run, copies itself from one host to another, and then runs itself on
each newly infected host. The widely reported "Internet Virus" of 1988 was not a virus at all, but
actually a worm.

MEDIA
All media related questions or concerns need to go through the office of Dr. Edward Ogle, office phone
number 425-5284. The alternate to him is Don Aungst, office phone number 425-5286.
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DANGEROUS OR IRATE PERSON ON CAMPUS

Definition

Person that is so angry or enraged that they have no regard to personal and others’ safety. A person
that feels that they have nothing to lose or is at the “end of their rope.” A person that is desperate or
feels threatened in some way. A person that is way out of control.

Examples: A person that has a firearm or weapon and is threatening to use it. A person that is
using a car to chase people down and trying to run them over. A person that says or has a
bomb and plans to use it.

Response

Depending on the seriousness of the situation —

1. If the person is non-threatening call Campus Security. Check identification of the person, if
possible. Determine whether the person has a legitimate reason to be on campus. As a
precaution, have backup for support. If the person is a parent or a person with a legitimate
reason to be there, utilize a combination of extreme politeness, courtesy and firmness. Listen to
their concerns.

2. If the person is threatening to cause harm to themselves or others, call 911 immediately
and give location of situation. Then Call Campus Security; if no answer then call On-Call
Professional Staff.

Begin the process of clearing the area or building if necessary.
Notify the Dean of Students and Associate Dean of Students of situation and what is being done
about the situation.

5. Document all decisions and actions taken.
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DEATH NOTIFICATION

Obtain as much information as possible

WHO
Who exactly is dead, what is their relationship to the student, who else if anybody is involved? Who
found the deceased? Who is telling you the information you are receiving.

WHERE

Where did this occur? Was the deceased found at their residence, did it occur at work, was it an
accident on the road? Where is the deceased at now? Are they at the hospital, city morgue, and
coroner’s office? Where is the rest of the family? Where should the student go? Who should the
student call? You should have several different phone numbers for the student to call, have them typed
and ready to give to the student.

WHEN
When did this occur? Last night, two days ago and the family have not been able to find the student?

HOW/WHAT
Find out exactly what occurred and how it occurred. Find out as much detail as you possibly can. The
student will have questions for you and you need to be able to answer them.

-- CONFIRMATION --

STUDENT
Make sure that you have the right student. Full name, address, physical description if you believe it is
necessary. This is one time that you want to be positive.

NOT A HOAX

Make sure this is hot a hoax or someone’s idea of a joke or revenge. When you are gathering
information you will find out where the body is at call the hospital or the funeral home. If it was a
vehicle accident contact the local law enforcement.

-- ASSISTANCE --

WHO CAN HELP

Find out if the student has any relatives in the area that can go with you when you tell them. Find out if
the student has any good friends on campus. Find out what religion the student is and make contact
with Campus Ministry. Contact another staff member to go with you.

DO NOT MAKE THE NOTIFICATION BY YOURSELF
The student you are telling might become violent or even pass out. You do not know what the student’s
reaction will be; it is best to have someone to help you when you tell him or her.

-- CONTACT -

THE RIGHT PERSON

When you do make contact with the student make sure it is the right student. Ask for their full name.
Ask what their mother or fathers name is. Ask if they know the deceased individual. Mistakes have
been made in the past and the wrong person has been told about a death in the family.
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BLUNT/COMPASSIONATE

When you tell the person, you need to be straightforward but you also need to be compassionate. For
example, “I am sorry but your mother was involved in an automobile accident, she did not make it, she
is dead.”

INFORMATION

Have your information ready. Everything that you were told by the person making the request that you
contact this student needs to be passed on to the student. Addresses, phone numbers, names should
all be wrote down on paper so that the student will have it later. The student will have questions and
you need to be ready.

-- STUDENT REACTION --

THINGS TO EXPECT
The student may react in several different manners, some of which are as follows:
e Denial: No, this can't be true. | don't believe it
Anger: Your lying, why are you lying, | will get you for this.
e Noresponse: You may tell the student and they may not say a single word, but simple
shut the door in your face.
e Break down: The student might collapse and begin to cry and become emotionally
unstable.
e Thank you: The student might thank you for the information and for the details that you
were able to provide.



EVACUATION PLAN

Familiarize yourself with the nearest exits to your classroom or office. This may include a door
or office.

Know your designated meeting point/safe zone (fire = 50 ft away from the building). Going to
the meeting point allows for a designated emergency staff to do a head count and know if all
have exited safely.

If you find yourself in a critical situation where you need to exit the building,

Notify other people in the area — if it is a fire and you see flame, pull the fire alarm.
Proceed to the nearest exit — leave your things, don't try to take a bunch of items with
you

Go to the designated meeting point

Wait for the all clear — this will most likely come from your supervisor, faculty, or law
enforcement

Assisting those with Disabilities, Evacuation Guidelines

It is recommended that for residents of Garbee Hall, Lee Towers and Hofmaster Apartments a
“Buddy System” be implemented. A volunteer along with alternate volunteers be paired with a
person with disabilities to assist them with evacuating the building, staff personal should be
made aware of these arraignments. For all other buildings on campus a “Buddy System” can be
implemented as well along with staff and faculty assistance.

Persons with Visual Impairments

Inform the individual of the nature of the emergency, offer to guide him/her. As you evacuate
the building advise the individual that you are with where you are at, where you are going,
obstacle in the way and any other important information. Do not take the individual that you are
guiding by the arm, offer your arm instead.

Persons with Hearing Impairments
Not all fire alarm systems have visual indicators, a great deal are audio only a alternate means
of warning may be necessary.

1. Write a note telling the individual of the danger and the safest evacuation route

2. Tapping the person he shoulder or turning the light switch on and off to gain
attention, then indicating through gestures, or in writing, what is happening and what
to do.

Persons using Crutches, Cane or Walkers

If the individual is having trouble exiting the building in a quick and safe manner then they may
be carried out of the building. Options such as the fireman’s carry, two-person locked arm carry
may be used. Also the person can be carried out while simply sitting in a chair.

Non-Ambulatory Persons

Most of the time non-ambulatory individuals will be able to evacuate a building on their own. If
assistance is needed remember lifting someone is this state may be painful and may cause
injury. Frequently, non-ambulatory individuals have respiratory complications. Remove them



from smoke or fumes immediately. Always consult the persons that is being evacuated so to
their preference with regard to:

1.
2.
3

No o

© ©

Ways of being removed from the wheelchair.

The number of people necessary for assistance.

Whether to extend or move extremities when lifting because of pain, catheter bags, braces,
etc.

Whether a seat cushion or pad should be brought along if he-she is removed from the
chair.

Being carried forwarded or backward on a flight of stairs.

After-care, if removed from the wheelchair.

Once outside meet the Fire Department so that you can give them information about the
fire.

Once outside you are not to reenter the structure for any reason.

Once the Fayette Fire Department is on scene the Fire Chief or the next highest-ranking
official will be in charge of the scene. The fire official will determine when or if it is safe to
return to a building. The fire official will also be the one to turn the fire scene back over to
the university.
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EXPLOSION

Note: Any and all explosions that occur on campus should be treated as though they were deliberately
set and that the explosion did not occur by accident, until it can be determined otherwise. An explosion
is caused by a rapid expansion of gas from chemical reactions or incendiary devices. This results in a

sudden and violent release of energy from its contained environment.

5 STAGES OF AN EXPLOSION
If an explosion does occur there are 5 stages that will occur, they will occur within a second of the
explosion.

Fire ball.

Concussion wave (this can destroy internal organs).
Fragmentation (moves at 18,000 feet per second).
Reverse concussion wave.

Crater.

arDOE

STRUCTURAL DAMAGE

Depending on the size, force and location of the explosion there may be various structural damage,
damage such as damaged gas lines, down power lines, water and sewer ruptures, fires, collapsed
walls and buildings, weakened structures and various forms of fragmentation.

SECONDARY DEVICE

Domestic terrorists in recent years have planted two explosive devices. The first to destroy their target
and second to destroy responding emergency personnel. The following guidelines need to be followed
with the secondary device in mind.

1 Think about where the secondary device may be, anticipate its location when you respond to the
scene.

2. NO radio or cellular phone communication within 100 meters of threat area.

3. Be aware of the damage area after the explosion, i.e. weakened structure, gas lines, debris, etc. all
of these can increase the effectiveness of a secondary device.

4. Be aware of any and all potential evidence that you might be taking with you when you leave. Items
such as clothing, shrapnel from the explosive device hair fibers, any thing that might assist law
enforcement in their investigation.

5. Gas and power lines need to be shut off after the first explosion to minimize damage of a secondary
explosion.

6. Due to the possibility of a secondary device the area of the explosion should be treated as a
“combat zone” that is evacuate yourself and the wounded, by stabilizing and moving them as
quickly as possible.

SNIPER

Another tactic that may be used by terrorist domestic or otherwise is to have a individual(s) take up a
position to shoot at and hit responding emergency personal and civilians. This tactic would greatly
decrease the effectives of those who are dealing with the after affects of the explosion.
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After an explosion occurs on campus there are several steps that need to be taken:
1. Check yourself and others around you for injuries.
2. Check the area around you to determine if it is safe to leave or if it is safer to stay.

3. Ifitis safe to evacuate do so as quickly and as safely as you can due to possible secondary
devices and structural damage.

4. If you are trapped in a structure then alert others to your situations any way that you can.

ASSISTING THOSE WITH DISABILITIES, EVACUATION GUIDELINES

Evacuation

It is recommended that for residents of Garbee Hall, Lee Towers and Hofmaster apartments a “Buddy
System” be implemented. A volunteer along with alternate volunteers be paired with a person with
disabilities to assist them with evacuating the building, staff personal should be made aware of these
arraignments. For all other buildings on campus a “Buddy System” can be implemented as well along
with staff and faculty assistance.

Persons with Visual Impairments

Inform the individual of the nature of the emergency, offer to guide him/her. As you evacuate the
building advise the individual that you are with where you are at, where you are going, obstacle in the
way and any other important information. Do not take the individual that you are guiding by the arm,
offer your arm instead.

Persons with Hearing Impairments

Write a note telling the individual of the danger and the safest evacuation route

Tapping the person he shoulder or turning the light switch on and off to gain attention, then indicating
through gestures, or in writing, what is happening and what to do.

Persons using Crutches, Cane or Walkers

If the individual is having trouble exiting the building in a quick and safe manner then they may be
carried out of the building. Options such as the fireman’s carry, two-person locked arm carry may be
used. Also the person can be carried out while simply sitting in a chair.

Non-Ambulatory Persons

Most of the time non-ambulatory individuals will be able to evacuate a building on their own. If
assistance is needed remember lifting someone is this state may be painful and may cause injury.
Frequently, non-ambulatory individuals have respiratory complications. Remove them from smoke or
fumes immediately. Always consult the persons that are being evacuated so to their preference with
regard to:

Ways of being removed from the wheelchair.

The number of people necessary for assistance.

Whether to extend or move extremities when lifting because of pain, catheter bags, braces, etc.
Whether a seat cushion or pad should be brought along if he-she is removed from the chair.
Being carried forwarded or backward on a flight of stairs.

After-care, if removed from the wheelchair.

If you are trapped in a structure then alert others to your situations any way that you can.

As soon as possible notify the Communication Center at 422-6067 or 911 that there has been an
explosion on the campus of Upper lowa University. Tell them who you are, your exact location,
and the exact location of the explosion. If you are able inform the dispatcher exactly what the

ONOoOGOAWNE



45

explosion sounded like and what color the smoke was and is that is coming from the area of the
explosion, answer any and all other questions that he dispatcher may have for you.

9. Upon the arrival of emergency personal, the emergency personal will take over the scene and
determine when it will be turned back to Upper lowa University.

Triage

If there are casualties after the explosion then the following area will be used as the triage area,
providing that the building is still structurally sound and there are no other dangers getting in and out of
the building the order of the area of usage is in this order

1. Rec Center

2. Dorman Gym

3. Auditorium in Colgrove Walker
4. Tennis Courts

The designated landing zone for the life flight helicopter will be as follows:

Primary: Football practice fields on the East side of campus.
Hazard Note: On the West side of the fields is a power line.

Secondary: The oval area on the North side of campus.
Hazard Note: On the East side of the oval is a very tall flagpole.

First Aid Kits

First aid kits are located in the following areas on campus:

Garbee Hall: Cabinet in the security office

Alexander Dickman: Registrar’s office

Colgrove Walker: Roadrunners lounge

Library: Circulation desk

Baker Hebron: Chemistry lab

Dorman Gym: Training room

Parker Fox: Front desk

Professional Building: Lounge

Rec Center: Front desk and through out the building attached to the wall
Edgar Fine Arts: Ceramics studio room 103

Andres Center: Housekeeping room 127

Physical Plant: Office & grounds

Radiological Dispersal Devices ( Dirty Nuke, Dirty Bomb)

If Upper lowa University is the victim of a Radiological Dispersal Device we may not even be aware of it

due to the fact that it would come in the form of a explosion. If an explosion does occur on campus
either emergency personal or the University itself needs to check for radiation.

Displaced Students
Sodexho Campus Services will provide cold meal bag lunches; meals may also be prepared on
university grills. Bottled water will be brought in for drinking. The university will provide a generator for
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Sodexho for refrigeration purposes. Porta Potties will be brought in for the waste matters. Students
may be housed in Dorman Gym of the Recreation Center as needed.

24-hour hotline
The 1-800 phone number will be designated as the emergency 24-hour hotline number that parents
may call.

Parental Notification
The Incident Management and Communications Team will notify parents of the situation and the status
of their child.

Counseling

There are several different options that are available to Upper lowa University in regards to counseling.
Upper lowa University has on staff Laurie Kirkpatrick who is the Director of Counseling Services. Staff
members of Student Development will also be available. The following local clergy are available as
well: Abundant Life Christian Fellowship 425-3511, First United Methodist Church 425-4126, St. Francis
of Assisi Catholic Church 425-3184, Grace Lutheran Church 425-3544, Fayette Community Church
425-3551. Also available is the Northeast lowa Mental Health Center and Alcohol Related Problem
Center 1297 S. Frederick Avenue Oelwein, lowa 50662 1-563-283-5774 or 1-800-372-6744

Media
All media related questions or concerns need to go through the office of Dr. Edward Ogle, office phone
number 425-5284. The alternate to him is Don Aungst, office phone number 425-5286
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FIRE

Proper Response Steps

1. Activate the nearest fire alarm and notify others of the danger.

2. Dial 911 for help tell the dispatcher the following information:

a. What building you are in.
b. What floor you are on.
c. Isthere any one left inside of the building that you know of.

3. If the fire is small and if it can be extinguished safely and quickly you may use the fire
extinguishers that are located throughout the buildings on campus. When using a fire extinguisher
remember pull, point, press and sweep. Direct the nozzle and contents of the extinguisher at the
base of the fire.

4. If the fire is large, very smoky or rapidly spreading do not attempt to extinguisher the fire just exit
the building.

5. Asyou are exiting the building continue to knock on doors and alerting all occupants of the fire.

6. Close but do not lock all doors as you exit the building, if you can do so safely, this will help to
contain the fire.

7. Do not use elevators.

8. Avoid smoke filled areas.

9. Prior to opening any door, feel it from top to bottom. If it is hot do not proceed find an alternate

escape route. If the door is cool to the touch crouch low and open the door slowly. If there is

smoke present close the door quickly so that you do not inhale the smoke. If there is no smoke

present then proceed this way to exit the building.

10. If you are trapped in the building:

a. Keep the doors closed.

b. Seal the cracks and vents if smoke comes in.

c. If there is no smoke outside the window open the windows to let the heat and smoke out and
to let fresh air in.

d. Hang an object outside of the window to attract the attention of the Fire Department and others
that might be outside.

e. If possible dial 911 to let them know of your situation and your location.

Assisting those with Disabilities, Evacuation Guidelines

It is recommended that for residents of Garbee Hall, Lee Towers and Hofmaster Apartments a “Buddy
System” be implemented. A volunteer along with alternate volunteers be paired with a person with
disabilities to assist them with evacuating the building, staff personal should be made aware of these
arraignments. For all other buildings on campus a “Buddy System” can be implemented as well along
with staff and faculty assistance.

Persons with Visual Impairments

Inform the individual of the nature of the emergency, offer to guide him/her. As you evacuate the
building advise the individual that you are with where you are at, where you are going, obstacle in the
way and any other important information. Do not take the individual that you are guiding by the arm,
offer your arm instead.

Persons with Hearing Impairments
Not all fire alarm systems have visual indicators, a great deal are audio only a alternate means of
warning may be necessary.

1. Write a note telling the individual of the danger and the safest evacuation route
2. Tapping the person he shoulder or turning the light switch on and off to gain attention, then
indicating through gestures, or in writing, what is happening and what to do.
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Persons using Crutches, Cane or Walkers

If the individual is having trouble exiting the building in a quick and safe manner then they may be
carried out of the building. Options such as the fireman'’s carry, two-person locked arm carry may be
used. Also the person can be carried out while simply sitting in a chair.

Non-Ambulatory Persons

Most of the time non-ambulatory individuals will be able to evacuate a building on their own. If
assistance is needed remember lifting someone is this state may be painful and may cause injury.
Frequently, non-ambulatory individuals have respiratory complications. Remove them from smoke or
fumes immediately. Always consult the persons that is being evacuated so to their preference with
regard to:

1. Ways of being removed from the wheelchair.

2. The number of people necessary for assistance.

3.  Whether to extend or move extremities when lifting because of pain, catheter bags, braces, etc.

4. Whether a seat cushion or pad should be brought along if he-she is removed from the chair.

5. Being carried forwarded or backward on a flight of stairs.

6. After-care, if removed from the wheelchair.

7. Once outside meet the Fire Department so that you can give them information about the fire.

8. Once outside you are not to reenter the structure for any reason.

9. Once the Fayette Fire Department is on scene the Fire Chief or the next highest-ranking official
will be in charge of the scene. The fire official will determine when or if it is safe to return to a
building. The fire official will also be the one to turn the fire scene back over to the university.

Triage

If there are casualties then the following area will be used as the triage area, providing that the building
is still structurally sound and there are no other dangers getting in and out of the building the order of
the area of usage is in this order

1. Rec Center

2. Dorman Gym

3. Auditorium in Colgrove Walker
4. Tennis Courts

The designated landing zone for the life flight helicopter will be as follows

Primary: Football practice fields on the East side of campus.
Hazard Note: On the West side of the fields is a power line

Secondary: The oval area on the North side of campus.
Hazard Note: On the East side of the oval is a very tall flagpole

First Aid Kits

First aid kits are located in the following areas
Garbee Hall: Cabinet in the security office
Alexander Dickman: Registrar’s office
Colgrove Walker: Roadrunners lounge
Library: Circulation desk

Baker Hebron: Chemistry lab
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Dorman Gym: Training room

Parker Fox: Front desk

Professional Building: Lounge

Rec Center: Front desk and through out the building attached to the wall
Edgar Fine Arts: Ceramics studio room 103

Andres Center: Housekeeping room 127

Physical Plant: Office & grounds

Displaced Students

Sodexho Campus Services will provide cold meal bag lunches; meals may also be prepared on
University grills. Bottled water will be brought in for drinking. The university will provide a generator for
Sodexho for refrigeration purposes. Porta Potties will be brought in for the waste matters. Students
may be housed in Dorman Gym of the Recreation Center as needed.

24-hour hotline
The 1-800 phone number will be designated as the emergency 24-hour hotline number that parents
may call.

Parental Notification

The Incident Management and Communications Team will notify parents of the situation and the status
of their child.

Counseling

There are several different options that are available to Upper lowa University in regards to counseling.
Upper lowa University has on staff Laurie Kirkpatrick who is the Director of Counseling Services. Staff
members of Student Development will also be available. The following local clergy are available as
well: Abundant Life Christian Fellowship 425-3511, First United Methodist Church 425-4126, St. Francis
of Assisi Catholic Church 425-3184, Grace Lutheran Church 425-3544, Fayette Community Church
425-3551. Also available is the Northeast lowa Mental Health Center and Alcohol Related Problem
Center 1297 S. Frederick Avenue Oelwein, lowa 50662  1-563-283-5774 or 1-800-372-6744

Media
All media related questions or concerns need to go through the office of Dr. Edward Ogle, office phone
number 425-5284. Alternate to him is Don Aungst, office phone number 425-5286.



GENERAL INVESTIGATION PROCEDURE

Definition:

The following procedure will be used for incidents that have already occurred. These
require investigation to identify what happened, if people need to be contacted and what
communication needs to happen with various university constituents.

Procedure:

1. Incident will be reported to a university office or official.

2. Appropriate University personnel are notified.

3. Investigation begins with making phone calls to verify information and identify what
needs to happen next.

4. Make contact with University Marketing Department regarding necessary public
relations assistance.
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HAZMAT

HAZMAT ACCOUNTABILITY
Create and maintain an inventory of all chemicals on campus, to include the primary name on
the label and the average quantity kept on hand.

Ensure that all chemicals are properly labeled and that labels are not removed or defaced

Obtain a Material Safety Data Sheet from the vendors for each chemical; have a copy of the
Material Safety Data Sheet in an easily accessible location near the chemical. Material Safety
Data Sheet provides specific information on the chemicals used on campus

Supply Campus Security, Fayette Fire Department, Fayette Police Department, and Fayette
County Sheriffs office with a copy of the chemical inventory and MSDS.

SIMPLE SPILLS
A simple spill has the following characteristics:

1. It does not spread rapidly.

2. It does not endanger individuals.

3. It does not endanger the environment.

4. The individual that spilled the material can clean it up.

MAJOR SPILLS

A major spill has the following characteristics:
1. It does spread rapidly

2. It does endanger the lives of individuals

3. It does endanger the environment

4. The individual that caused the spill needs to dial 911 for assistance and remove themselves
from the area.

911
When you do dial 911 you need to provide the following information:

Your name.

Your exact location.

What type of chemical was spilled?

What quantity of the chemical was spilled?

Stay on the line until the dispatcher on the other end hangs up or tells you it is safe to
hang up.

agrwnE

Upon the arrival of the Fayette Fire Department the Fire Chief or the next highest-ranking
official will take charge of the HAZMAT scene. They will remain in command of the scene until
they deem the area safe and return control back to Upper lowa University.
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EVACUATION

Assisting those with Disabilities, Evacuation Guidelines

It is recommended that for residents of Garbee Hall, Lee Towers and Hofmaster Apartments a “Buddy
System” be implemented. A volunteer along with alternate volunteers be paired with a person with
disabilities to assist them with evacuating the building, staff personal should be made aware of these
arraignments. For all other buildings on campus a “Buddy System” can be implemented as well along
with staff and faculty assistance.

Persons with Visual Impairments

Inform the individual of the nature of the emergency, offer to guide him/her. As you evacuate the
building advise the individual that you are with where you are at, where you are going, obstacle in the
way and any other important information. Do not take the individual that you are guiding by the arm,
offer your arm instead.

Persons with Hearing Impairments

1. Write a note telling the individual of the danger and the safest evacuation route

2. Tapping the person he shoulder or turning the light switch on and off to gain attention, then
indicating through gestures, or in writing, what is happening and what to do.

Persons using Crutches, Cane or Walkers

If the individual is having trouble exiting the building in a quick and safe manner then they may be
carried out of the building. Options such as the fireman’s carry, two-person locked arm carry may be
used. Also the person can be carried out while simply sitting in a chair.

Non-Ambulatory Persons

Most of the time non-ambulatory individuals will be able to evacuate a building on their own. If
assistance is needed remember lifting someone is this state may be painful and may cause injury.
Frequently, non-ambulatory individuals have respiratory complications. Remove them from smoke or
fumes immediately. Always consult the persons that is being evacuated so to their preference with
regard to:

Ways of being removed from the wheelchair.

The number of people necessary for assistance.

Whether to extend or move extremities when lifting because of pain, catheter bags, braces, etc.
Whether a seat cushion or pad should be brought along if he-she is removed from the chair

Being carried forwarded or backward on a flight of stairs

. After-care, if removed from the wheelchair.

If building needs to be evacuated then staff, faculty and R.A.’s will notify all those affected. When
evacuating a building do not go through the contaminated area, stay up wind of the contaminated area
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Triage

If there are casualties then the following area will be used as the triage area, providing that the building
is still structurally sound and there are no other dangers getting in and out of the building the order of
the area of usage is in this order

1. Rec Center

2. Dorman Gym

3. Auditorium in Colgrove Walker
4. Tennis Courts

The designated landing zone for the life flight helicopter will be as follows:



52
Primary: Football practice fields on the East side of campus.
Hazard Note: On the West side of the fields is a power line.

Secondary: The oval area on the North side of campus.
Hazard Note: On the East side of the oval is a very tall flagpole.

First Aid Kits
First aid kits are located in the following areas

Garbee Hall: Cabinet in the security office

Alexander Dickman: Registrar’s office

Colgrove Walker: Roadrunners lounge

Library: Circulation desk

Baker Hebron: Chemistry lab

Dorman Gym: Training room

Parker Fox: Front desk

Professional Building: Lounge

Rec Center: Front desk and through out the building attached to the wall

Edgar Fine Arts: Ceramics studio room 103

Andres Center: Housekeeping room 127

Physical Plant: Office & grounds
Shelter in place
If the need should arise and evacuation is not an option due to the hazard then students, faculty and
staff should shelter in place. Close windows, seal cracks and opening with available material, shut

down vents and air conditioning. Protect yourself as best you can from any and all sources of exterior
air.

Displaced Students

Sodexho Campus Services will provide cold meal bag lunches; meals may also be prepared on
university grills. Bottled water will be brought in for drinking. The university will provide a generator for
Sodexho for refrigeration purposes. Porta Potties will be brought in for the waste matters. Students
may be housed in Dorman Gym of the Recreation Center as needed.

24-hour hotline
The 1-800 phone number will be designated as the emergency 24-hour hotline number that parents
may call.

Parental Notification
The Incident Management and Communications Team will notify parents of the situation and the status
of their child.

Counseling

There are several different options that are available to Upper lowa University in regards to counseling.
Upper lowa University has on staff Laurie Kirkpatrick who is the Director of Counseling Services. Staff
members of Student Development will also be available. The following local clergy are available as
well: Abundant Life Christian Fellowship 425-3511, First United Methodist Church 425-4126, St. Francis
of Assisi Catholic Church 425-3184, Grace Lutheran Church 425-3544, Fayette Community Church
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425-3551. Also available is the Northeast lowa Mental Health Center and Alcohol Related Problem
Center 1297 S. Frederick Avenue Oelwein, lowa 50662 1-563-283-5774 or 1-800-372-6744

Media

All media related questions or concerns need to go through the office of Dr. Edward Ogle, office phone
number 425-5284. The alternate to him is Don Aungst, office phone number 425-5286.
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HOSTAGE SITUATION / INDIVIDUAL WITH A WEAPON

If a hostage situation occurs on campus or an individual with a weapon is on campus immediately notify
911 of the situation. Make sure that you give your name, ensure that the dispatcher understands the
situation and that this is not a hoax or prank call. If you are able to use the SALUTE format when giving
the information use the following:

S: Size, is it one person or five, how many aggressors are there?

A: Activity, are they taking hostages, are they shooting, are they planting explosive devices,
are they yelling political slogans?

L: Location, where exactly are they on campus?

u: Uniform, what are they wearing, blue jeans and a black shirt, camouflage uniform, shorts and a
t-shirt.

T: Time, when did you see this event was if 5 minutes ago or half an hour.

E: Equipment, what did they have with them pistol, revolver, shotguns, assault rifles,
hunting rifles, knives, ammunition, explosives, helmets, body armor, or other various
equipment.

Stay on the line with the dispatcher until they have you hang up

Notify all faculty, staff and students of the situation. A phone tree, if necessary will accomplish this and
if it can be done safely a staff member will make the notifications in person.

Students, staff, faculty members should shelter in place, remain in the rooms that you are in, secure the
doors, move away from doors and windows, stay low to the floor.

All staff, faculty and students who are outside at the time should seek a safe building and room to in
which to shelter.

If the hostage taker or aggressors can be contained in one section of the building, faculty, students,
staff should evacuate from that building / area to a safe place

Do not attempt to negotiate with a hostage taker or a armed individual(s)

IF YOU ARE TAKEN HOSTAGE

Normally, the most dangerous phases of a hostage situation are the beginning and, if there is a rescue
attempt, the end. At the outset, the terrorists typically are tense, high strung and may behave
irrationally.

Remain calm, do not panic, and make a concentrated effort to relax. Breathe deeply and prepare
yourself mentally, physically and emotionally for the possibility for a long ordeal. Think positively.

Avoid a sense of despair. Rely on your inner resources. Move slowly and with confidence. Remember
that you are a valuable commodity to your captors. It is important to them to keep you alive and well.

If possible notify 911, staff, faculty, students of your situation, if safe to do so.
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Do not resist, make threats, challenges or any sudden threaten moves or antagonize in any way
individual with the weapon. The only exception to this would be if there was a very real probability of
imminent death to yourself or others.

Try to remain inconspicuous, avoid direct eye contact and the appearance of observing your captors
actions.

Constantly assess the situation. Is the individual(s) going to actually use their weapon or are they after
attention.

If questioned, keep your answers short and to the point. Do not volunteer information or make
unnecessary overtures. Do not condone the individual’'s actions

In a calm voice and mannerism, try to talk to the individual. Gradually and increasingly make request
for personal comforts

Comply with the individual's demands as long as they are reasonable.

If a rescue attempt is made by law enforcement lie flat and face down on the ground covering your
head with your arms and hands. Do not get up until told to do so by law enforcement officers. You will
be handcuffed, this is a safety precaution. Law enforcement officers cannot be positive that there is not
another hostage taker who is posing as a hostage. You will be lead outside and identified by a staff or
faculty member.

ACTIONS

Upon the arrival of law enforcement on the scene of a hostage situation or a individual with a weapon
the scene will be turned over to law enforcement. The scene will remain under their control until law
enforcement returns control back to the university.

EVACULATION

Assisting those with Disabilities, Evacuation Guidelines

It is recommended that for residents of Garbee Hall, Lee Towers and Hofmaster apartments a “Buddy
System” be implemented. A volunteer along with alternate volunteers be paired with a person with
disabilities to assist them with evacuating the building, staff personal should be made aware of these
arraignments. For all other buildings on campus a “Buddy System” can be implemented as well along
with staff and faculty assistance.

Persons with Visual Impairments

Inform the individual of the nature of the emergency, offer to guide him/her. As you evacuate the
building advise the individual that you are with and where you are at, where you are going, obstacle in
the way and any other important information. Do not take the individual that you are guiding by the
arm, offer your arm instead.

Persons with Hearing Impairments

1. Write a note telling the individual of the danger and the safest evacuation route

2. Tapping the person he shoulder or turning the light switch on and off to gain attention, then
indicating through gestures, or in writing, what is happening and what to do.
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Persons using Crutches, Cane or Walkers

If the individual is having trouble exiting the building in a quick and safe manner then they may be
carried out of the building. Options such as the fireman’s carry, two-person locked arm carry may be
used. Also the person can be carried out while simply sitting in a chair.

Non-Ambulatory Persons

Most of the time non-ambulatory individuals will be able to evacuate a building on their own. If
assistance is needed remember lifting someone is this state may be painful and may cause injury.
Frequently, non-ambulatory individuals have respiratory complications. Remove them from smoke or
fumes immediately. Always consult the persons that is being evacuated so to their preference with
regard to:

Ways of being removed from the wheelchair.

The number of people necessary for assistance.

Whether to extend or move extremities when lifting because of pain, catheter bags, braces, etc.
Whether a seat cushion or pad should be brought along if he-she is removed from the chair
Being carried forwarded or backward on a flight of stairs

After-care, if removed from the wheelchair.
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Triage

If there are casualties after the tornado then the following area will be used as the triage area, providing
that the building is still structurally sound and there are no other dangers getting in and out of the
building the order of the area of usage is in this order

Rec Center

Dorman Gym

Auditorium in Colgrove Walker
Tennis Courts

pPwpPE

The designated landing zone for the life flight helicopter will be as follows

Primary: Football practice fields on the East side of campus.
Hazard Note: On the West side of the fields is a power line

Secondary: The oval area on the North side of campus.
Hazard Note: On the East side of the oval is a very tall flagpole

First Aid Kits

First aid kits are located in the following areas
Garbee Hall: Cabinet in the security office
Alexander Dickman: Registrar’s office
Colgrove Walker: Roadrunners lounge
Library: Circulation desk
Baker Hebron: Chemistry lab
Dorman Gym: Training room
Parker Fox: Front desk
Professional Building: Lounge

Rec Center: Front desk and through out the building attached to the wall
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Edgar Fine Arts: Ceramics studio room 103

Andres Center: Housekeeping room 127

Physical Plant: Office & grounds

Displaced Students

Sodexho Campus Services will provide cold meal bag lunches; meals may also be prepared on
university grills. Bottled water will be brought in for drinking. The university will provide a generator for
Sodexho for refrigeration purposes. Porta Potties will be brought in for the waste matters. Student may
be housed in Dorman Gym of the Recreation Center as needed.

24-hour hotline
The 1-800 phone number will be designated as the emergency 24-hour hotline number that parents
may call.

Parental Notification
The Incident Management and Communications Team will notify parents of the situation and the status
of their child

Counseling

There are several different options that are available to Upper lowa University in regards to counseling.
Upper lowa University has on staff Laurie Kirkpatrick who is the Director of Counseling Services. Staff
members of Student Development will also be available. The following local clergy are available as
well: Abundant Life Christian Fellowship 425-3511, First United Methodist Church 425-4126, St. Francis
of Assisi Catholic Church 425-3184, Grace Lutheran Church 425-3544, Fayette Community Church
425-3551. Also available is the Northeast lowa Mental Health Center and Alcohol Related Problem
Center 1297 S. Frederick Avenue Oelwein, lowa 50662 1-563-283-5774 or 1-800-372-6744

Media
All media related questions or concerns need to go through the office of Dr. Edward Ogle, office phone
number 425-5284. The alternate to him is Don Aungst, office phone number 425-5286.
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INCIDENT COMMUNICATIONS PLAN

At the first sign of a potential incident or controversy involving Upper lowa University, whether before or
after exposure in the news media, begin preparing for a timely, accurate and appropriate response.

1. Assess the situation; take immediate action.

A. The individual who encounters the situation should quickly gather full, accurate information
from appropriate sources.

B. Contact the head of the area in which the situation exists, who in turn:
e Determines whether an immediate response is necessary.
e (If it is) Contacts the president, senior vice president, or dean, or those next in line to these
individuals.

C. The president, senior vice president, or dean decides who should be contacted:
e If the incident is of major importance, call together a team from the below-listed names.
Determine meeting time and place and choose a chairperson (the composition of the team
will depend on the nature of the situation.) From the afore listed of names. (see page 2).

2. Following consultation and debriefing with the team, a decision should be made as to what
other individuals or agencies should be contacted, if an emergency situation exists:

The following offices could be contacted, if not already involved:

A. LAW ENFORCEMENT OR OTHER PROTECTIVE AND EMERGENCY AGENCIES
OFFICE ALTERNATE #
Emergency 911
Fayette Police 440-1520 425-3500
Fayette County Sheriff 422-3234
Ambulance 425-4300
Fayette Fire Department 425-4300
B. ENVIRONMENTAL HEALTH AND SAFETY
OFFICE ALTERNATE #
Fayette County Disaster Services Coordinator 427-3792
Hazardous material release:
Sheriff’'s department 422-3234 1-800-272-3234
Local Emergency Planning Committee 427-3711
lowa Disaster Service Division 515 281-3231
lowa Emergency Response 515 281-8460
Department of Natural Resources 515-281-8694 1-800-535-0202
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C. PLANT OPERATIONS

OFFICE ALTERNATE #

Director of Plant Operations 425-5384

3. After assessing the nature and scope of the situation that has arisen, a plan of action should
be initiated, which should include some or all of the following components. ldentify an
individual to be in charge of each of the following steps:

A. Plan an immediate response.

1.

Designate who will speak for the University.

¢ Those dealing with the media should review media memao.

¢ Discuss need to produce taped response for radio or whom to make available for radio
(if not the same as #1 above).

¢ Identify other individuals who may serve as spokespersons.

e Name Phone

Write a fact sheet to use as a guide for drafting media statement. (News media will
expect and demand an immediate response.)

e Name Phone

Decide whether a news conference and/or news release is an appropriate means of
conveying information.
¢ Determine if a media-briefing center is needed.

Decide where TV and newspaper photographers will be allowed to go on campus.
¢ Discuss need to supply video footage of the campus.

Determine what means of internal communications will be used and who will send a
memo or speak.

At the earliest stage possible, give secretaries/receptionists clear instructions in handling
telephone calls concerning the situation.
e Schedule a debriefing with the appropriate involved individuals.

e Name Phone

Alert other offices about where to refer calls pertaining to the incident.
¢ The University main switchboard.
e Other appropriate administrators (vice presidents, deans & directors).
(A University telephone directory is attached to this document.)
¢ Other campus communications offices:
Dean of Student Development - 5214
Sr. VP for Residential University - 5348
Athletic Director - 5293
Main Switchboard (0) - 5200
Admission - 5279
Extended University — 5239

e Name Phone
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8. Discuss alternative or additional means of conveying information.
¢ This might include such items as letters to parents of students or selected other
constituencies of the University, letters to newspaper editors, consultation with trustees
and center directors, etc.

e Name Phone

B. Draft a brief initial statement or list of details for use until a more detailed statement or story
can be drafted.

e Name Phone

C. Check the University master calendar to determine if the incident might affect scheduled
upcoming events and how to handle it (athletics, concerts, campus visit days, OAR Days, etc).

e Name Phone

D. Determine if a legal matter is involved and if the Upper lowa attorney is needed.

e Name Phone

E. After developing a proposed plan of action, with consideration to the elements above, have the
committee review all involved material.

Document media coverage.
¢ Alert individuals handling newspaper clippings to immediately scan papers and
videotape television reports for stories related to the situation. Deliver copy to the
incident management team chairperson.

e Name Phone

Set up information files on the situation at hand and material related to the incident.
e Determine need to assign photographers to the scene.

e Name Phone

Plan to frequently update staff and appropriate administrators. Keep the team chairperson
continually apprised of the situation.
¢ The team chairperson should be notified of all media contacts, even if declined.

Monitor the situation on a regular basis until closure is reached.
¢ Release updates to the media (see Media Reminders).

e Name Phone

Have a follow-up assessment:
¢ Determine what worked, what did not work, and what changes might be made in the
future for improved incident management. The total incident management team should
be called together.

e Name Phone
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From the moment an incident has been identified: a list of top priority contacts need to be made, the
president, senior vice president or dean should be called as soon as possible, and the incident
management team or committee should discuss what happened, who is involved, and what the
University is doing about it.

LoaIsTICAL DETAILS

1.

8.

Determine where news conferences/media availabilities can and should be held. (Know
sizes/capacity of rooms, who to call to reserve rooms and prepare a list of campus room
availabilities)

Assess status of phone lines. Determine whether more phone lines are needed in a crisis event.
Determine location of the nearest phones that media can use to call their offices.

If a media briefing area or pressroom needs to be designated, appropriate administrators should
discuss where the best place would be to have media gather. Have knowledge of equipment and
space. Each communications office should keep an inventory of what equipment and space they
have available, where cameras can plug in, where laptops can be plugged into phones and where
computers can be used in their specific areas.

Maintain details on hotels/motels, which are closest, best, cheapest. (Hotel/motel information
attached.)

Determine parking logistics in advance. Where can media park? Specific parking areas may need
to be set aside. Campus information personnel should work with the police to determine parking
areas. Particular emphasis should be given to determining, with police, where satellite trucks may
park in the event of a major crisis.

Maintain a list of available staff support. Clerical, technical back-up people, as well as staff who
deal directly with the media, should be reachable.

Consideration should be given to the University communications office purchasing a portable power
supply. In a natural disaster, such as a weather situation, telephones, computer